The method of asymmetric encryption of images based on the double optical encryption with spatially incoherent illumination is presented. Numerical simulations of the presented method in various modifications are carried out and their efficiency is estimated. The modification providing the best balance between maintaining the advantages peculiar to the optical encryption and quality of the decoded images is chosen. In this case the value of the normalized standard deviation (NSTD) of the decoded image from original one for asymmetric encryption differs no more than by 8% from NSTD of standard optical encryption with spatially incoherent illumination.
Introduction
Information security methods are actively investigated at present time. One of such methods is optical encryption [1] - [9] . In comparison with more widespread digital encryption, it has a number of advantages: high speed, parallelism, an ability to encrypt data directly in the course of its registration, and also the lack of the accompanying emission in radio frequency range. Optical encryption can be used for encrypting monochrome and color images [8] or digital information [3] , including QR codes [9] .
The most widespread method of optical encryption is optical encryption with coherent monochromatic illumination with use of two random phase masks [1] , [2] , [7] . This method allows to receive encrypted image with "white" spectrum which provides high degree of concealment. "White" spectrum has no special features which makes a task of decoding for illegitimate user more complicate.
Optical encryption can be mathematically described as operation of convolution of the image to-be-encrypted with the encryption key. For decoding of the received encrypted image it is necessary to use inverse filter based on the encryption key. PhIO-2018 Thus, according to cryptography this method of encryption is a symmetric one [10] , i.e. the same key is applied to encryption and decryption.
The modification of the double random phase encoding technique allowing to create asymmetric system of encryption has been developed [11] . The idea of division of the encrypted image into amplitude and phase components lies in its basis. Phase component is used as an open encryption key. Unlike the symmetric encryption, in the asymmetric encryption it is not necessary to exchange the encryption key between sender and recipient.
However the double random phase encoding technique possesses the considerable drawback in the form of a necessity to register both amplitude and phase of the encrypted image -i.e. it is necessary to use the holographic setup for registration. It considerably complicates the hardware implementation of this system. It is also necessary to use completely coherent illumination. It leads to appearance of the speckle noise in encrypted image, which leads to bad decryption quality [12] .
Application of spatially incoherent illumination instead of completely coherent one allows to eliminate these drawbacks [4] . In this case the phase component of the encrypted image does not contain useful information and it is not necessary to register it. It allows to use photosensors as the registering devices. In this case only light intensity distribution represents the encrypted image. The basic scheme of optical encryption using monochromatic spatially incoherent illumination illustrated in fig. 1 . In this scheme the diffractive optical element (DOE) such as kinoform forms an encryption key. Unlike optical encryption with completely coherent illumination, this scheme does not suffer from speckle noise and it is much simpler for hardware implementation. DOI PhIO-2018 However the absence of the useful phase component of encrypted image leads to the impossibility to create the system of asymmetric encryption using the same principles as for the double random phase encoding technique.
Thus it is proposed to use the scheme with double consecutive encryption of the image with consecutive decoding both by the sender and the recipient to create the system of asymmetric optical encryption with spatially incoherent illumination.
Description of optical encryption with spatially incoherent illumination and encrypted images numerical decryption
The mathematical description of basic optical encryption with spatially incoherent illumination can be described as follows:
Using model of the additive noise dominating over other types of noise [13] , process of optical encryption can be approximately described by the equation:
where g -encrypted image, f -image to-be-encrypted, h -point spread function (PSF) of DOE, n -additive noise, i, j -indexes corresponding to image pixels coordinates.
Fourier spectrum of an encrypted image G might be written as:
where G, F, H and N are Fourier spectra of g, f, h and n accordingly; u, v -indexes corresponding to coordinates in Fourier domain. If there is no noise (N(u,v)=0) and no zeros in H(u,v), Fourier spectrum F' of an decoded image f' might be found as:
where Y(u,v)=1/H(u,v) -inverse decryption filter. However if there is noise present (and it always present in real systems), then inverse filter 1/H(u,v) will not work properly. To make it work additional stabilization is required.
Inverse filter with Tikhonov regularization [14] was utilized in this paper. The maximum value of PSF power spectrum was used in capacity of smoothing function:
where α is a regularization parameter.
Asymmetrical optical encryption with spatially incoherent illumination
As shown in the equation 1, the mathematical operation of convolution is the base of optical encryption. In this paper it is important that convolution has the property of commutativity:
Thanks to it the scheme of asymmetric encryption based on the double optical encryption, showed in fig. 2 can be created. In this case encryption of the image is carried out as follows:
1. The sender encrypts the base image I with their encryption key k 1 and sends the encrypted image E 1 to the recipient.
2. The recipient encrypts the received encrypted image E 1 with their encryption key k 2 and returns twice encrypted image E 12 to the sender.
The commutativity of convolution operation provides a possibility to decode the encrypted image E 12 backwards in comparison with encryption.
The scheme of decoding is shown in fig. 3 . Decoding of image is carried out as follows:
1. The sender decodes twice encrypted image E 12 using the inverse filter k 1 −1 based on the encryption key k 1 and sends the encrypted image E 2 to the recipient.
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PhIO-2018 2. The recipient decodes the encrypted image E 2 using the inverse filter k 2 −1 based on the encryption key k 2 and receives the base image I.
Thus, only the encrypted images E 1 , E 12 and E 2 , but not keys k 1 and k 2 are transferred via unprotected communication channels.
It is worth noting that both operations of encryption (sections 1 and 2) can be implemented by hardware (optically) or numerically. Therefore, four modifications of this scheme are possible:
I. Both operations are implemented numerically. This option is not of a particular interest as in case of numerical implementation (i.e. emulation on a computer) all advantages of optical implementation are lost: high-speed performance, parallelism, a possibility to encrypt data directly in the course of its registration.
II. Both operations are implemented optically. In this case advantages remain, however because of accumulation of noise, the quality of the decoded image considerably decreases [15] . Also this modification requires presence of equipment for the optical encryption both at the sender, and at the recipient.
III. The first operation is implemented optically, the second -numerically. This modification has optimum balance between maintaining advantages of optical encryption and quality of the decoded image. Only properties of the first encryption key k 1 will impact the value of the normalized standard deviation of the decoded image from encrypted (NSTD) [15] while the second key k 2 can be chosen almost arbitrarily.
VI. The first operation is implemented numerically, the second -optically. Being similar to modification 3, this modification has no possibility to encrypt data directly in the course of its registration and also requires presence of equipment for the optical encryption at the recipient.
Modifications 2 (higher speed and NSTD) and 3 (lower speed and NSTD) are of the practical interest. In section 4 of this article numerical simulation of them is carried out and their efficiency is estimated.
Results of numerical simulation
The image with 512х512 elements and a set of 5 encryption keys of different robustness with 128х128 elements were used for carrying out numerical simulation for estimation of efficiency of asymmetric optical encryption with spatially incoherent illumination. PhIO-2018 The robustness of keys was evaluated by the normalized on the number of elements ratio of amplitude at zero frequency to average spectrum amplitude (NRZA).
Zero frequency peaks emerge due to registration of only intensity of light distributions and considerably impact quality of the decoded images. The multiplication of spectrum of image to-be-encrypted and encryption key occurs in the process of the optical encryption. As a result the spectrum components of the encrypted image which contain information about the base image are lower than those in a spectrum of the base image. Besides, existence of a maximum in zero spatial frequency noticeably reduces encrypted image concealment.
The NRZA is directly connected to normalized average energy (NAE) of an encryption key ( fig. 4 ) -the ratio of matrix mean value to its maximum value, i.e. key's density. NRZA values of the used keys lay in the range from 0.04 to 0.29 which close to the optimum balance between robustness and NSTD of the decoded image from the original one for basic optical encryption with spatially incoherent illumination [16] . The noise characteristics of the scientific digital camera MegaPlus II ES11000 measured in [17] , [18] were used in simulation. Examples of image to-be-encrypted, encrypted, and decoded images and encryption keys for modification when the first operation of encryption implemented optically, and the second -numerically are presented in fig. 7 .
The first encryption key NRZA value equals 0.09, the second encryption key NRZA value -0.13, the decoded image NSTD -0.12.
PhIO-2018 
Conclusion
Results of numerical simulation have confirmed efficiency of the proposed method of asymmetric optical encryption of images with spatially incoherent illumination.
The modification of the method in which the first operation of encryption is implemented optically and the second -numerically is most perspective for further researches. In this case the normalized standard deviation of the decoded image from original one (NSTD) differs no more than by 8% from NSTD obtained using standard optical encryption with spatially incoherent illumination. For the same modification when encryption keys with optimal parameters are used NSTD lie in the range from 0.05 to 0.13.
It is worth noting that the presented scheme of asymmetrical encryption is vulnerable to the cryptography attacks of the 'Man in the middle'-type. For elimination of this vulnerability authentication of users (the sender and the recipient) can be added to the scheme, however such research is beyond the scope of this paper. 
